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CHAPTER 1 PURPOSE

The Consolidated Communications Network of Colorado, CCNC, is a non-profit corporation organized
exclusively for the purpose of managing, promoting, and propagating the Colorado Statewide Digital
Trunked Radio (DTR) System, under and by virtue of the laws of the State of Colorado. CCNC
membership is made up of the agencies that participate on the Statewide DTR System under and by
virtue of the laws of the State of Colorado. The primary objectives of the project are:

e To achieve interoperability with all participating agencies.

e Improve statewide radio coverage.

e Improve radio spectrum efficiencies.

e Develop and use partnerships to build a systems of systems radio network, sharing costs and
resources while providing added value for all users.

The levels of participation will vary by agency from partners that own and operate a portion of the
system down to a single radio user. Each user agency will determine their individual mobile, portable
and console equipment needs. Any local, regional, tribal, state or federal agency that chooses to
participate will have the capability to communicate not only within their organization but also with all
other participants.

Please see the CCNC Articles of Incorporation.

Ch. 1 Revised/Adopted Aug. 2023
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CHAPTER2 OVERVIEW/SCOPEAND AUTHORITY

The Statewide DTR System infrastructure is comprised of a consortium of sites, wireless links, wireline
links, network equipment, and servers which provide the uniform statewide radio coverage for public
safety and public service users from local governments, county, state, tribal, federal agencies, special

districts, and EMS providers.

This manual was developed in order to provide policies and procedures for use of the system,
subscriber equipment, and delineating various technical and operational matters.

The CCNC as a group operates under a set of by-laws developed by the users. Each agency and its users
will subscribe to this guide as the defined methods in order to achieve operational efficiency of the
system. The By-laws are reviewed and amended as necessary.

The systems goal is to provide radio coverage throughout the State of Colorado, to public safety users
so that they can provide essential government services and have wide area radio interoperability.

This manual will be an evolving document in order to address needs that arise from an ever- developing
technology. The technical staff members that work under the Technical & Operations Committee will
vigilantly monitor the systems performance and make recommendations to the CCNC Board of Directors
addressing necessary adjustments to the system to maintain optimum performance. The committee’s
scope and authority are defined in the By-laws.

Please see CCNC Bylaws.

Ch. 2 Overview Revised/Adopted Aug. 2023
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CHAPTER 3 CONFLICT OF INTEREST POLICY

Directors of the Consolidated Communications Network of Colorado, Inc., in accordance with applicable
state statutes, shall not be, or become, involved in any activity which is a conflict of interest. A Director
shall not engage in activities where they may receive a gift, compensation, or payment in return for an
official act, or for the performance of any service, in their role as a Director.

Should a conflict arise after a member has been elected to a director position, it is the responsibility
of the Director to notify the other Board members in an open meeting before any discussion or action
is taken. The affected Director(s) shall not actively participate in the discussion of any matters in
which they have an identified conflict of interest or cast a vote relative thereto.

Ch. 3 Conflict Revised/Adopted 2023



CHAPTER 4 RECORDS RETENTION POLICY

This General Records Retention Schedule lists records commonly originated and maintained by the
Consolidated Communications Network of Colorado, Inc. Electronic mail messages sent or received

on a system not maintained by CCNC are not considered records of CCNC and
Records Retention Policy.

are not subject to this

policy, procedure, programs, organizational structure, or history of the
organization.

Record Title Retention Period
General Correspondence and Subject Files
A. Documentation on the establishment orimplementation of Permanent

payment vouchers, claim vouchers, any other documentation for or
relating to expenditures.

B. Documentation on the routine administration and transactions of 1 year or until no

the - organization. Longer needed for
reference.

Agenda, Meeting Minutes and Election Results

A. Agenda of items to be discussed or acted upon, and the Permanent

Minutes of proceedings of general membership meetings, executive board

meetings, technical & operations committee meetings, operations

committee meetings, and other sub-committee meetings.

B. Ballots for the election of Regional Directors, Executive 1 Year

Directors and Officers of the Board of Executive Directors.

Applications

A, System Participation Agreement, Statewide DTRS Participant Permanent

Application, Update Agreement, System Key Application and Agreement,

Statewide DTRS Participant Agreement for Tribal Agencies.

Accounting Payment and Reports Documentation

A. Purchase requisitions or orders, invoices, packing slips, 6 years

receipts, account reconciliations for bank checking and savings
accounts.

B. Files or documentation relating to payment on contracts or Until related lease or

leases. contract is no longer
retained.

C. Monthly Treasurer’s Report 6 years

Bank Account Records

A. Account statements, cancelled checks, check stubs, deposit 6 years

Contracts And Leases
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A.

Original copies of contracts and agreements.

6 years after expiration
or fulfillment of all terms of
the agreement
or contract, whichever is
later, provided the
agreement or contract no
longer has any binding
effect. Prior to destruction,
evaluate for continuing
legal, administrative or
historical value.

B.

Original copies of leases.

6 years after
termination

Ch. 4 Records Retention Revised/Adopted Aug. 2023
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CHAPTERS5 WHISTLE BLOWER POLICY

If any director, officer, member, or employee reasonably believes that some policy, practice, or
activity of the Consolidated Communications Network of Colorado, Inc., is in violation of law, a written
complaint may be filed by that director, officer, member or employee with the President of the Board. If
the complaint involves the President of the Executive Board, the director, officer, member, or employee
may file the written complaint with any officer of the Executive Board.

It is the intent of the Consolidated Communications Network of Colorado, Inc., to adhere to all laws
and regulations that apply to the organization, and the underlying purpose of this policy is to support
the organization’s goal of legal compliance. The support of all directors, officers, members, and
employees is necessary to achieving compliance with various laws and regulations.

A director, officer, member or employee is protected from retaliation only if the director, officer,
member or employee brings the alleged unlawful activity, policy or practice to

the attention of the Consolidated Communications Network of Colorado, Inc., and provides the
Consolidated Communications Network of Colorado, Inc., with a reasonable opportunity to investigate
and correct the alleged unlawful activity. The protection described below is only available to
directors, officers, members, or employees that comply with this requirement.

The Consolidated Communications Network of Colorado, Inc., will not retaliate against a director,
officer, member, or employee who, in good faith, has made a protest or raised a complaint against
some practice of the Consolidated Communications Network of Colorado, Inc., or of another
individual or entity with whom the Consolidated Communications Network of Colorado, Inc., had a
business relationship, on the basis of a reasonable belief that the practice is in violation of law or a
clear mandate of public policy.

The Consolidated Communications Network of Colorado, Inc., will not retaliate against a director, officer,
member, or employee who discloses or threatens to disclose to a director, officer, or a public body any
activity, policy, or practice of the Consolidated Communications Network of Colorado, Inc., that the
director, officer, member, or employee reasonably believes is in violation of a law, a rule, or a regulation
mandated pursuant to law or is in violation of a clear mandate or public policy concerning health, safety,
welfare, or protection of the environment.

Ch. 5 Whistle Blower Revised/Adopted Aug. 2023
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CHAPTER 6 TRAVEL POLICY

Eligible CCNC members for Per Diem & Mileage Reimbursement:

CCNC Officers and Administration shall be eligible for Per Diem, Mileage reimbursement for any
corporate responsibility which requires a travel distance greater than 100 miles from point of departure
to destination one way. CCNC Executive Board members may request reimbursement for annual CCNC
Executive Board Work Session. Other members wishing reimbursement requires Executive Board
approval.

Eligible CCNC members for Lodging Reimbursement:

CCNC Officers and Administration shall be eligible for Lodging reimbursement for any corporate
responsibility which requires a travel distance greater than 100 miles from point of departure to
destination one way and will be attending a CCNC function that warrants an overnight stay for
preparation or safe return to home based on not being able to return by a normal close of business.
CCNC Executive Board members may request reimbursement for annual CCNC Executive Board Work
Session. Other members wishing reimbursement requires Executive Board approval.

Per Diem (Meals), Lodging, & Mileage Reimbursement Rates:

Per Diem, lodging, and mileage reimbursement rates will be the rates published on the government site
GSA.GOV at http://www.gsa.gov/portal/content/104877 . Exceptions to this must be approved by the
Executive Board on a case-by-case basis. The attached CCNC mileage form will be provided with any
request for reimbursement. There is an alternative Excel spreadsheet that can be requested through the
CCNC Secretary.

Per Diem (Meals), Lodging, & Mileage Reimbursement:

Requests for reimbursement will processed through the CCNC Secretary or Designee and paid by the
CCNC Treasure. Any requests for exceptions to this policy will be brought to the attention of the
Executive Board by the CCNC Secretary.

Ch. 6 Travel Revised/Adopted Aug. 2023
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CHAPTER 7 PURCHASE CARD/BUSINESS DEBIT POLICY

CCNC business debit cards will be used for official CCNC business only. The CCNC Treasurer is the
designated Business Debit Card Manager (BDCM). The eligible business debit card holders are the CCNC
Officers, Administrative Assistant, and others as designated by the Executive Board.

If a purchase is over $1,000.00 the purchase must be approved by the CCNC Executive Board. If there
are time constraints or other special conditions purchases over $1,000.00, but less than $5,000.00, may
be approved by two Officers.

If there is accidental use of the CCNC business debit card, the card holder must notify the BDCM in
writing, and arrange for a reimbursement to CCNC as soon as possible, but not to exceed thirty (30
days). Any accidental use will be reported by the BDCM to the Executive Board at the next meeting.

The monthly spending limit is $1,000.00. The BDCM’s card will be unlimited. Purchases over $1,000.00,
with approval, will be coordinated through the BDCM. The allowable charges are items covered by the
CCNC budget.

Prohibited transactions include, but are not limited to: Cash Advance/Travelers checks, entertainment,
spirits, personal use and personal services. Any unauthorized or prohibited use by the card holder shall
be the financial responsibility of the card holder, and shall be reimbursed to CCNC within thirty (30) days
of purchase.

The Business Debit Card Holder Responsibilities:

a) The person issued the card is the only one authorized to use the card. Cards are issued to one
individual and cards should NEVER be given or shared with anyone.

b) The card holder shall provide the Business Debit Card Information, I.E: card number, name on
the card, the expiration date, and security code on the back of the card to the BDCM.

c) Ifthe card is declined — Notify the BDCM.

d) If the card is stolen or lost — Notify the BDCM and the bank immediately.

e) The card holder is to notify the BDCM of any suspected privacy breach of their assigned card.

f) The card holder will keep contact information up to date with the BDCM.

g) The Business Debit Card will remain the property of CCNC. Upon leaving their position with
CCNC, the card holder must return the card to the BDCM within ten (10) business days.

h) Card holder will provide purchase documentation to the DBCM within ten (10) days of purchase.

i) The card holder will provide a statement in writing to the BDCM to document any lost or
unavailable purchase documentation.

The Business Debit Card Manager Responsibilities:

a) Reconciliation of the bank statement.

b) Activation and deactivation of Business Debit Cards.

c) Monitor Business Debit Card accounts for fraud.

d) Ensure that unauthorized use is noted in the monthly Treasurer’s report.

e) BDCM shall ensure the Business Debit Card information belonging to the card holders, I.E.: card
number, name on the card, the expiration date, and security code on the back of card, is kept on
file.

-14 -



An increase of monthly purchase amount limit, or any other changes to this policy must be approved by
the Executive Board.

Ch. 7 Purchase Card Revised/Adopted Aug. 2023
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CHAPTER 8 FUNDING

CCNC, as a non-profit organization, may implement a membership fee after notifying its member of such
action. This fee may be used to offset the corporations operating fund, provide member training,
provide member events and for corporate travel no covered by an agency. The fee may also be used to
promote the corporation statewide, assist with advocacy where necessary, and provide corporate
involvement in communication activities. At this time, the feels will not assist in funding any
infrastructure, maintenance or purchase of radio equipment.

The Corporation is organized exclusively for the purpose of managing, promoting, and propagating the
statewide radio network under and by virtue of the laws of the State of Colorado concerning nonprofit
corporation and shall have and exercise all the rights, powers and privileges granted to such
corporations by those laws, as amended from time to time, subject to the restrictions and limitations
contained in these articles.

The purpose of the Corporation shall be to promote and support social welfare and public safety and
lessen the burden to government through the support of the following activities and purpose.

From the Articles of Incorporation:

e The corporation may solicit and receive gifts, donations, grants, contributions, devices,
bequests, and other property, real or personal, tangible and intangible, and will hold, manage,
control, sell, transfer, invest and reinvest the same.

e The corporation may generate revenue as determined appropriate by the Board of Directors.

No part of the net earnings of the Corporation, nor any assets of the Corporation, shall inure?! to the
benefit of any member, director, or officer of the Corporation, or any private individual, except that the
Corporation shall be authorized and empowered to pay reasonable compensation for the service
rendered, to reimburse actual expenses.

Ch. 8 Funding Revised/Adopted 2023
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CHAPTER9 SYSTEM SECURITY

All personnel who have access to the DTR system, including sites, site equipment, the system networks,
system console equipment and those who have direct responsibility to configure and program subscriber
units must pass a state and national fingerprint-based criminal history record check and be granted
authorization from the CCNC Executive Committee and the State of Colorado Office of Public Safety
Communications, hereinafter referred to as the OPSC. If a fee is charged for this background check the
cost will be the responsibility of the employer of the subject of the background check.

9.1 PERSONNEL BACKGROUND SCREENING FOR DTR SYSTEMS ACCESS /SYSTEM
KEY ACCESS

To verify identification, state of residency and national fingerprint-based criminal history checks shall be
conducted within 30 days prior to initial employment or assignment for all personnel who have
authorized access to the DTR system and those who have direct responsibility to configure and program
subscriber units and/or DTR network equipment operating on the DTR system. Agencies with wireline
console connectivity will be responsible for conducting background checks for all their employees that
have access to dispatch consoles or user terminals to ensure the security of the console network. All
other requests for DTR system access or DTR System Key access shall be made as specified to the CCNC
EXECUTIVE COMMITTEE AND THE OPSC. The CCNC EXECUTIVE COMMITTEE AND THE OPSC, or their
official designee, is authorized to approve DTR system access. All official designees to the CCNC
EXECUTIVE COMMITTEE AND THE OPSC shall be from a CCNC User agency or the OPSC.

If a felony conviction of any kind exists, the requesting person shall be denied DTR system access and
access to the DTR System Key. However, the requesting person or the employing Agency for the
requesting person may ask for a review by the CCNC EXECUTIVE COMMITTEE AND THE OPSCin
extenuating circumstances where the severity of the offense and the time that has passed would
support a possible variance.

If a record of any other kind exists, systems access shall not be granted until the CCNC EXECUTIVE
COMMITTEE AND THE OPSC or their official designee reviews the matter to determine if systems
access is appropriate.

If the person is determined to be a fugitive appropriate action will be taken immediately.

If the person appears to have an arrest history without conviction for a felony or serious
misdemeanor, the CCNC EXECUTIVE COMMITTEE AND THE OPSC or his/her official designee shall
review the matter to determine if systems access is appropriate.

If an applicant has already undergone a nationwide fingerprint based criminal background check as a
prerequisite or a condition for hire with their current employer, a letter on department head and
signed by the highest level of authority within the agency may be substituted for the additional
nationwide background check. The letter must contain language stating the nationwide background
check is a condition for hire, and that the employer understands the requirement for notice to the
OPSC in the event the employ is notified of their employee being charged with criminal activity.

If the person already has passed a recently conducted criminal history check for access to another
public safety agencies systems, the CCNC EXECUTIVE COMMITTEE AND THE OPSC or their designee
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may grant systems access without requiring a new security check. A Criminal Justice Information
System (CJIS) Security Level Training Certificate may be substituted for the FBI Background check.

If the CCNC EXECUTIVE COMMITTEE AND THE OPSC or their official designee determines that DTR
systems access by the person would not be in the best interest of the CCNC Membership, access shall
be denied and the person's appointing authority shall be notified in writing of the access denial.

Support personnel, contractors, and custodial workers who access DTR system areas shall be subject to
a state of residency and national fingerprint-based record check, unless these individuals are escorted
by authorized personnel at all times. Support personnel and contractors who access DTR system areas
may submit evidence of their participation in the State of Colorado — Criminal Justice Information
Systems (CJIS) Vendor Management Program as a substitute for and FBI background check.

9.2 SYSTEM KEY AND FLEETMAP SECURITY STATEMENT

Participating agencies in the Colorado Statewide Digital Trunked Radio (DTR) System and CCNC have
operational needs that require the use of various talkgroups to meet their communication needs.
Agencies need to be able to manage the use of their agency talkgroups to meet their agency
communications requirements and expectations. Agencies may also have need for communications with
other CCNC users or with radio users from other systems outside of the DTR. Agencies must be able to
satisfy these communications requirements in ways that are both effective and efficient while
maintaining the integrity of the System Fleetmap. Fleetmap information is system sensitive information
that should not be divulged without proper security procedures and a valid need to know. The user
agency needs must be balanced with the system security and capacity requirements so as not to have an
adverse effect upon system performance.

The Office of Public Safety Communications (the State) will be responsible for managing the Fleetmap
information for all agencies on the system. The DTR Monitoring Center (DTRMC) shall be notified of
all new talkgroups to be added to the system and all approved name changes. New talkgroups must
be approved by the CCNC Technical Committee prior to activation; see CHAPTER 10 and/or CHAPTER
11 Notification shall be by email to webdtr@state.co.us.

9.3 SYSTEM KEYS

As the owner of the DTR System Identification Number, the State will house and keep secure the Master
System Key for all manufacturers of equipment authorized to operate on the system. Agencies
requesting a system key will complete the COLORADO DIGITAL TRUNKED RADIO (DTR) SYSTEM,
SYSTEM KEY APPLICATION AND AGREEMENT, and submit the completed application to the OPSC for review for
accuracy and completeness.

The State OPSC will be responsible for programming keys for eligible programming agencies. Manufacturer
Software Keys or files are not permitted for programming use on the DTR system. The use of any DTR
System Key and associated equipment is subject to all rules, regulations and policies established by the
State of Colorado, CCNC, the FCC and applicable vendor. Any violation will result in the COLORADO
STATEWIDE DIGITAL TRUNKED RADIO (DTR) SYSTEM, SYSTEM KEY APPLICATION AND AGREEMENT
being terminated and the DTR System Key revoked.

9.3.1 ELECTRONIC SYSTEM KEY POLICIES
Agencies requesting a system key will complete the COLORADO DIGITAL TRUNKED RADIO (DTR)
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SYSTEM, SYSTEM KEY APPLICATION AND AGREEMENT.

System Keys will only be issued to authorized CCNC infrastructure owners that are self-maintained and
use the System for their primary dispatch functionality, to Manufacturer Authorized Service Shops that
are maintaining equipment for CCNC Agencies, and to member agency users with a verifiable and
justifiable need for a programming key to support a significant radio fleet size, and only after
completion of approved training. Approved training is defined as completion of designated training
course provided by the CCNC training committee designee. Vendor provided courses are encouraged
but are not a substitute for the CCNC training.

No CCNC Party will directly or indirectly permit any third party to: view, read, print, extract, copy,
archive, edit, create, clone, transfer, tamper with, or otherwise compromise the security of any radio
code plug programming file, system key file, encryption key file, or template information for any radio
on the system. The System Key will not be distributed or any DTR radio ID’s or talkgroup(s) information
disclosed to a third party for any reason. However, DTR Advanced System Key holders may create code
plugs and provide the code plugs to qualified agencies or service providers for programming into
subscribers’ units.

In the event that a CCNC agency, individual member or member associate learns that any party has
improperly or fraudulently obtained radio code plug file information, system key file information,
encryption key file information, or template data, they will immediately notify the CCNC Executive
Committee and the OPSC of the security breach.

Any Agency or Service Provider found to be responsible for a security breach as listed above will be
responsible for the cost of all reprogrammingto include but not limited to system infrastructure and
subscriber programming necessary to overcome said breach.

System Keys that are capable of expiring will be set to expire annually and will be reissued
annually after reverification of agency needs.

Only ID(s) and talkgroups that have received prior authorization from CCNC may be
programmed, including talkgroups programmed for receive-only operation.

Self-maintained agencies may only program radio ID(s) and talkgroup(s) of the DTR radio system for
their own agency or agencies they provide DTR subscriber maintenance. Agencies shall provide copies
of all talkgroup authorization letters to the DTRMC at webdtr@state.co.us. Private Service providers
may only program radio ID(s) and talkgroup(s) of the DTR radio system for which they provide DTR
subscriber maintenance. All requests for ID’s and programming codes from a private service must be
accompanied by an appropriate copy of a written authorization from the agency granting the
requesting shop permission to program their radios. Providers shall provide copies of all talkgroup
authorization letters to the DTRMC at webdtr@state.co.us.

All radios will be programmed for write protect file access if the equipment supports the write
protect function.

All radios will be programmed to allow Radio Inhibit from the System Management Terminal. Any radio
sent to the vendor for repair may be sent with the programming intact. Whenever possible, the sending
agency should archive the file from the radio prior to shipping. When radios are returned from Vendor
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repair, they should be verified for correct codeplug information and that they are write protected if
capable.

All System Key holders shall maintain current and accurate records of all programming performed.
Records shall be made available upon request to the State of Colorado OPSC or CCNC. Any programming
agency with a System Key will provide electronic update to the DTR Monitoring Team for any radios that
have been added, removed or modified in the UCM. This update should be sent via email within five (5)
days of the change. The recommended format is a spreadsheet with 19 columns labeled:

= Radio Type (APX6000, XTS2500, VP6430);
= Radio ID (8-Characters);

=  Serial Number;

= Radio Alias (16-Characters);

= Radio User;

= Organization;

=  Owner;
*  Model;
*  Flash Code;

= HOST Version; Optional
= DSP Version; Optional
= County;

9.4 SYSTEM PROGRAMMING EQUIPMENT

Each programming agency will be responsible for acquiring the proper programming software and
equipment necessary to program the radios they support. Approved system key holders are fully
responsible for purchasing the necessary hardware (USB device, iButton, etc.)

The System ID programmed on the Ibutton or other manufacturer hardware remains the property of the
State of Colorado. Programming software and the required cables purchased by an agency or service
provider remain the property of the agency or service provider.

Any Computer connected to the system or used for any radio programming will have up to date
antivirus software installed and maintained. See Section 10.7

Ch. 9 Policy Revised & Adopted Aug. 2023
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CHAPTER 10 MEMBER RIGHTS AND RESPONSIBILITIES

CCNC Members’ rights and responsibilities are determined by their status as Primary Members,
Subsidiary Members, or Associate Members and by the infrastructure assets they commit to the DTRS.

10.1 CCNC PRIMARY MEMBERS

Primary Members are government entities that collect taxes and make use of the DTRS as their primary
means of communications. Primary Members examples: state government, counties, cities, towns, and
special districts. They may have their own talkgroups on the DTRS. Primary Members may vote and
participate in the governance of CCNC.

CCNC Primary Members have the right to interoperable communications statewide through the use of a
travel channel, mutual aid talkgroups, regional interoperability talkgroups and/or conventional
interoperability channels. Primary Members have the right to communicate their dispatch traffic or their
daily business traffic on those sites that they have implemented into the DTRS, on those sites that they
have been granted communication access to through negotiations with the site equipment owner, or to
those sites where they have been granted communication access as compensation for having
implemented site resources to compensate for their traffic loading at sites owned and maintained by
other agencies. Primary Members do not have the right to unlimited dispatch communications or their
daily business communications on all DTRS sites. Primary Members have the responsibility of limiting
their dispatch communications and/or their other daily business communications to only those DTRS sites
that provide coverage in their response area.

The owners of DTRS site equipment and/or connectivity equipment between DTRS sites are
responsible for the maintenance of such equipment as identified in Maintenance- System
Infrastructure, 16.4.

CCNC Primary Members who have invested in the Statewide DTR System infrastructure by
developing communications sites retain all their rights as owners of the equipment. This includes
the right to coordinate with other eligible users to provide or restrict communication access to their
sites for usage beyond mutual aid communications. Coordinated agreements may include but are
not limited to provisions for usage fees, ongoing maintenance provisions, infrastructure
improvements, and/or recip